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About this Guide
This Guide has been produced by Community First. It is intended to be used 
by Wiltshire Link Schemes both in the set up phase and as an on-going 
reference. It is based on the experience of the Link Schemes themselves, 
current legislation, and advice from a number of agencies. 

Please note this Good Practice Guide is for guidance only. 
Each Link Scheme must review and amend documents, 
information, processes and policies to match their 
circumstances and needs.

In general, this Guide assumes that a Link Scheme is 
a Registered Charity (which is the case for most Link 
Schemes). If your scheme is not a Registered Charity, 
then guidance is included in Information Guide B. 
Community First is aware that other legal arrangements 
exist and may be chosen by Link Schemes, such as 
charitable incorporated organisation, charitable company, 
unincorporated association or trust. Advice is available 
from the Charity Commission.  

You will find ‘(L)’ in various places throughout the Guide. 
This is designed to help Link Schemes and direct their 
attention to legal requirements. Where (L) appears at the 
head of a sub-section this indicates the following section 
covers some legal requirements. Where (L) appears 
next to one or two items in a section these items are 
particular legal requirements. Please be aware that these 
distinctions are not always straightforward, and that 
general good management is also a legal requirement of 
charitable status. 

There are also funding requirements. These are the 
criteria set by the funders of the Wiltshire Link Schemes, 
and apply to the Annual Grants Programme and the Small 
Grants Fund. These criteria are set out in Information 
Guide G (Section 5). These may occasionally change, but 
full notification and support will be given to Wiltshire Link 
Schemes to meet any new requirements.

Whilst every effort has been made to ensure 
that information is accurate, this document is for 
guidance only and there is no assurance that it 
is a full statement of law. We do hope you find it 
useful, but no legal liability can be accepted by 
Community First or its employees. 

Please check www.communityfirst.org.uk for updates and 
news.

Community First
Unit C2
Beacon Business Centre
Hopton Park
Devizes
SN10 2EY

www.communityfirst.org.uk           

Facebook: @CommunityFirstWiltshire
Twitter: @CommFirstWilts

The Wiltshire Link Schemes Good Practice Guide 2021 is 
produced by Community First and replaces the previous 
(2016) Good Practice Guide.

Researched and edited by Mike Read Associates.

http://www.communityfirst.org.uk
http://www.communityfirst.org.uk 
https://www.facebook.com/CommunityFirstWiltshire/
https://twitter.com/CommFirstWilts


Risk Management, Insurance and GDPR Page 3

Link Schemes Good Practice Guide 
2021 Edition

Contents
Information Guide I: 
Risk Management, Insurance and GDPR

Section I1 

An Overview             P4

Section I2 

Charity Commission Advice           P4

Section I3 

Steps Involved in Good Risk Management        P5

Section I4 

Risk Policy             P7 

Section I5 

Insurance             P7 

Section I6 

GDPR (Data Protection)           P9 

Section I7 

Covid-19 Guidance and Risk Assessment         P11



Risk Management, Insurance and GDPR Page 4

Link Schemes Good Practice Guide 
2021 Edition

Risk Management, Insurance and GDPR
All activities undertaken by a Link Scheme, should be fully risk assessed and 
risk assessments should be reviewed on an annual basis and should be logged 
by the Link Scheme.

• Risk is an everyday part of a Link Scheme’s activity 
and managing it effectively is essential if trustees 
are to achieve their objectives and to safeguard their 
funds and assets.

• The Management Committee should regularly review 
and assess risks faced by their Link Scheme in all 
areas of its work, and plan for management of those 
risks. 

• Risk management should also identify opportunities 
to improve the Link Scheme, and help ensure 

strategies are in place to manage change and 
development. 

• The risks a Link Scheme faces depend on the size, 
nature and complexity of the activities it undertakes, 
and on its finances. As a general rule, the larger and 
more complex or diverse activities are, the more 
difficult it will be to identify the major risks and put 
proper systems in place to manage them. Trustees 
of large, complex Link Schemes may need to explore 
risk more fully than the outline given here.

This section outlines the basic principles and strategies to help Link Schemes manage risks. It should help the 
Management Committee identify major risks, decide how to respond, and make an appropriate risk management 
statement in their annual report.

I1: An Overview

I2: Charity Commission Advice
• The Charity Commission provides useful guidance 

on risk management. This includes the processes 
involved, the legal requirements (L), and a model 
risk management system to help charities work 
through the process. They also provide a risk register 
template and examples of the most common risk 
areas for charities, their potential impact and the 
possible steps to mitigate them.

• Charity Commission guidance is that while small 
charities are not legally required to have a risk 
management statement, it is a matter of good 
practice. The responsibility for producing the 
statement lies with the Management Committee 
acting as charity trustees.

• The risk management statement should identify the 
major risks. The Charity Commission defines a major 
risk as ‘one likely to occur which would have a severe 
impact on operational performance, objectives or 
reputation of the charity’. 
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There are four steps 

1. Identifying risks that apply to the Link Scheme. 

2. Assessing their likely impact.

3. Deciding how to respond.

4. Monitoring and reviewing whether the response is 
adequate.

Identifying the risks
• The Management Committee, in consultation with 

the Co-ordinator and volunteers should consider the 
specific risks for their own Link Scheme. 

• It may also be helpful to categorise risks, perhaps 
using the following categories:

• Governance (e.g. problems with the Management 
Committee, compliance with Charity Law and grant 
conditions).

• Operational risks (e.g. more demand for the service 
than volunteers can provide).

• Financial risks (e.g. insufficient income).

• External risks (e.g. problems with phone coverage, 
or bad weather).

Assessing their likely impact
A simple way to do this is to use a matrix in which 
likelihood and impact are estimated for each risk. In 
other words the likelihood they will happen, and the scale 
of the impact – how bad it would be – if they do. You 
may wish to do this for ‘the next year’ and the next ‘five 
years’, or other periods you think sensible.

I3: The Steps Involved in Good Risk 
Management

Risk Score is determined by Severity x Likelihood

Consequence

Likelihood
1 

Insignificant
2 

Minor
3 

Moderate
4 

Major
5 

Catastrophic

5 - Almost certain 5 10 15 20 25

4 - Likely 4 8 12 16 20

3 - Possible 3 6 9 12 15

4 - Unlikely 2 4 6 8 10

1 - Rare 1 2 3 4 5

Tolerance level
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Action to be taken following identification of risk score 

1-4
Insignificant

5-9
Low

10-15
Medium Risk

16-24
High

25
Extreme

Action may be long 
term. 

Risks subject to 
aggregate review, 
use for trend analysis 

The majority of 
control measures are 
in place. 

Risk subject to 
regular review should 
be reduced as part of 
directorate long term 
goals 

There is moderate 
probability of 
major harm of high 
probability of minor 
harm, if control 
measures are not 
implemented. 

Prioritised action 
plan required with 
timescales.  To 
be monitored and 
reviewed annually 

Significant probability 
that major harm 
will occur if control 
measures are not 
implemented. Urgent 
action is required.  
Consider stopping 
procedures. 

Actions to be audited 
until in control.  
Review three monthly 

Where appropriate 
and in discussion with 
the management 
committee stop all 
action immediately. 

Controls to be 
implemented 
immediately and 
audited until risk 
score reduced. 

Review weekly 

Action to be taken following 
identification of risk score 
The risk matrix should help prioritise which risks require 
most attention. Different responses are possible, such as 
the following: 

• Avoiding an area of work (e.g. not allowing 
volunteers to undertake long journeys).

• Insuring against risks.

• Instigating financial controls. 

• Establishing new policies.

• Improving and monitoring recruitment procedures. 

• Seeking support from third parties. 

• Accepting that some risks remain as part of the 
Scheme’s activities.

• Following good practice is an excellent part of good 
risk management.

Monitoring and Review
You should prepare a statement outlining the Scheme’s 
risks and responses, for inclusion in the annual report.

Progress should be formally reviewed and the statement 
updated on an annual basis.
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I4: Risk Policy
All the steps above should be guided by a Risk Management Policy. The Policy 
should set out how the Link Scheme will carry out the four steps outlined 
above in I3.

In order to establish a policy there needs to be a 
high level of communication within the Management 
Committee and each member will need a thorough 
understanding of the following areas.

• The Link Scheme’s objectives, philosophy and 
strategy. 

• The work of the Link Scheme and its extent. 

• What the organisation is trying to achieve. 

• Charity legislation and the requirements of funders. 

• Past mistakes, problems and successes. 

• How and where the Link Scheme operates. 

• An awareness of services available to the Link 
Scheme. 

A Risk assessment template is available to you and is 
listed in the annex.

I5: Insurance
Volunteers involved in a Link Scheme may expose 
themselves to risk from time to time. Volunteers may 
risk personal injury arising from the course of their 
volunteering or loss or damage to their own property. 
It is in everyone’s best interest to ensure that adequate 
insurance cover is provided.

Link Management Committees or Link volunteers can 
be found legally liable if something goes wrong (L) (see 
Section C.10 trusteeship). 

The Link Scheme may have a responsibility not just for 
damage, loss or injury experienced by volunteers but also 
for any loss, damage or injury caused by negligent acts 
of volunteers (L). A Link Scheme could be held liable if a 
volunteer acts improperly or in an incompetent way, and 
the Link Scheme is directing the activity of the volunteer 
(L).

No Link Scheme can afford to operate without adequate 
insurance and run the risk of a claim for damages being 
taken against them. However it is equally important that 
the Management Committee takes steps to minimise 
the risks of a claim (L). The insurance company should 
be informed of all tasks that the volunteers will be 
undertaking and where activities will take place. 

Employers’ Liability Insurance
Link schemes must have employers’ liability insurance 
to protect your Scheme against claims for any injuries 
suffered while people are working for you, either as 
volunteers or paid staff. Volunteers could be covered 
under Employers Liability Insurance or Public Liability 
Insurance, so check your policy to ensure that they 
are covered, otherwise your charity could have to pay 
compensation out of its own funds in the case of a claim.

The Employer’s Liability (Compulsory Insurance) Act 1969 
states that employers must…

• Have a minimum insurance cover of £5 million for 
injury or disease suffered or contracted by employees 
while carrying out their duties.

• Buy employers’ liability insurance from an authorised 
insurer. That is an individual or company working 
under the terms of the Financial Services and Markets 
Act 2000. The Financial Conduct Authority maintains 
a register of authorised insurers.

• Display their insurance certificate prominently in their 
premises, showing that a valid policy is in force and 
the minimum level of cover purchased.
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Although Link Schemes might not employ staff the 
Charity Commission states: 

‘For insurance purposes, charities are advised to 
treat volunteers in the same way as they do their 
employees and to ensure that they are covered by 
the usual types of insurance a charity might buy, 
such as employers’ liability or public liability cover’.

All Link Schemes are also advised to have an insurance 
policy which includes cover for the following:

• Public Liability.

• Personal Accident.

• Money Cover.

• Legal Expenses.

• Motor Policy Compensation.

Further guidance on insurance for charities is available 
from the Charity Commission.

Additional Cover 
Although there is no Good Practice requirement for Link 
Schemes to take out additional types of insurance, Link 
Schemes may wish to consider the following.

Fidelity Guarantee

This is cover to make good the loss to a charity arising 
from fraud or dishonesty on the part of any of its 
employees where they are handling the charity’s cash or 
other valuables.

Trustees and Directors Indemnity 

Trustee liability or indemnity insurance is a policy that 
would protect trustees from personal liability arising from 
honest mistakes or wrongful acts. 

Trustee indemnity insurance (TII) covers trustees from 
having to personally pay legal claims that are made 
against them (by their charity or by a third party), for 
a breach of trust, or a breach of duty or negligence 
committed by them in their capacity as trustees.

It is important to note that the main difference between 
TII and other types of insurance taken out for the benefit 
of the charity is that TII directly protects an individual 
trustee, rather than the charity itself. 

The Charity Commission States:

‘TII is regarded as a form of personal benefit to 
a trustee and a charity will need a proper legal 
authority before it can buy it using its own funds. 
Many charities have long had this type of authority in 
their governing documents, but if not, s.189 of the 
Charities Act now provides a general power to buy 
TII using charity funds. The cost must be reasonable 
and trustees must be sure that TII is in the best 
interests of their charity.’

Trustees are able to buy TII out of their own pockets if 
they wish; this would not require any legal authority.

Computer Breakdown 

Cover is available for repair and replacement of computer 
equipment. The Link Project is able to get quotes for 
additional cover, but these will not be held under the 
group policy and group discounts will not apply.   

Driving

You should have a system for ensuring that all Volunteer 
Drivers have current, valid insurance and driving 
licences, and where appropriate completed SAGE Driving 
assessments or similar. 
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I6: GDPR (Data Protection)
The Data Protection Act 1998 came into force on 1 March 2000 and covers 
how personal data (e.g. name, address, phone number) are processed. Data 
includes manual records as well as those kept on computer.

In May 2018 new General Data Protection Regulations 
(GDPR) replaced the Data Protection Act and all Link 
Schemes are legally obliged to be compliant. GDPR 
governs the processing of any PII (personal identifiable 
information) this includes: names, addresses, phone 
numbers, email addresses and bank details.

GDPR encourages organisations to be more transparent 
about why they collect data, the ways they use it and 
letting individuals know their rights about their data. 

Data protection legislation relates to anyone whom you 
keep personal data on – clients, volunteers, supporters.  
In order to be GDPR compliant, Links therefore need to 
consider both the data already held and managing new 
data. Link Schemes are required to have a robust data 
protection policy. 

The processing of data is regulated by the Information 
Commissioners Office www.ico.org.uk and a lot more 
information can be obtained from them if in any doubt 
about data protection and GDPR. Fines can be imposed 
by the ICO for non-compliance.

Link Schemes are regarded as “not for profit” 
organisations and therefore are exempt from registration 
with the ICO. Further information can be found here:

https://ico.org.uk/media/for-organisations/
documents/1567/exemption-from-registration-
for-not-for-profit-organisations.pdf 

Even though a Link Scheme can claim an exemption, you 
may decide to make a voluntary registration. 

If a Link Scheme relies on an exemption from 
registration, it must still comply with the eight Principles 
of Good Data Handling on the following page (see below) 
and respond in 30 days to a written request to provide 
the information that would have been included in the 
public register if they had registered.

The main requirements are as follows (L):

• Only keep information which is necessary for the 
running of the Link Scheme e.g. client’s name, 
address, telephone number(s). 

• Information should be accurate, up to date, amended 
when necessary and kept in a safe place. Also, if held 
on computer, password protected. 

• Records should be kept no longer than necessary and 
destroyed when no longer needed i.e. shredded, or 
deleted entirely from computers. 

• Information should not be disclosed to anyone else 
except with volunteers’ or clients’ permission.

For more information about GDPR, contact the ICO.

www.ico.org.uk
0303 123 1113

01625 545 745

registration@ico.org.uk

 

https://ico.org.uk/media/for-organisations/documents/1567/exemption-from-registration-for-not-for-profit-organisations.pdf
https://ico.org.uk/media/for-organisations/documents/1567/exemption-from-registration-for-not-for-profit-organisations.pdf
https://ico.org.uk/media/for-organisations/documents/1567/exemption-from-registration-for-not-for-profit-organisations.pdf
http://www.ico.org.uk
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The Eight principles of Data Protection are as below:

Be fairly and lawfully processed

Be processed for limited purposes

Be adequate, relevant and not excessive

Be accurate and up to date

Not be kept longer than necessary

Be processed in line with the data subjects’ rights

Be secure

Not be transferred to other countries without adequate protection

1

2

3

4

5

6

7

8

Sensitive personal data (L)
Schedule 2 of the Data Protection Act defines data such 
as an individual’s physical or mental health or condition, 
racial or ethnic origin, criminal record and political beliefs 
as sensitive personal data. 

The presumption is that, because information about these 
matters could be used in a discriminatory way, and is 
likely to be of a private nature, it needs to be treated with 
greater care than other personal data. 

If you are collecting and processing information about 
a client’s health condition for instance, you will need to 
read carefully the guidance from the ICO on sensitive 
personal data at:

https://ico.org.uk/for-organisations/guide-
to-data-protection/guide-to-the-general-data-
protection-regulation-gdpr/lawful-basis-for-
processing/special-category-data/

If you are processing sensitive personal data you must 
satisfy one or more of the conditions for processing 
which apply specifically to such data, as well as the 
general conditions which apply in every case. The nature 
of the data is also a factor in deciding what security is 
appropriate.

https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/lawful-basis-for-processing/special-category-data/
https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/lawful-basis-for-processing/special-category-data/
https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/lawful-basis-for-processing/special-category-data/
https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/lawful-basis-for-processing/special-category-data/


Risk Management, Insurance and GDPR Page 11

Link Schemes Good Practice Guide 
2021 Edition

I7: Covid-19 Guidance and Risk Assessment
Link scheme guidance – 2020 
Subject to change depending on Government 
guidance:

This guidance draws on national guidance to advise 
on social distancing measures and other actions staff 
should all be taking to reduce social interaction between 
people in order to reduce the transmission of coronavirus 
(COVID-19). 

As guidance is updated frequently this document is 
subject to change if required to ensure is complies with 
the new guidance.

1. Symptoms of coronavirus

People need to stay at home if they have either:

• a high temperature – this means you feel hot to 
touch on your chest or back (you do not need to 
measure your temperature)

• a new, continuous cough – this means coughing a 
lot for more than an hour, or 3 or more coughing 
episodes in 24 hours (if you usually have a cough, it 
may be worse than usual)

Anyone with symptoms should be self-isolating and not 
going out, so PPE should not be required for drivers.

It is crucial in all roles that you follow excellent hygiene 
practices, including washing your hands regularly for 20 
seconds especially before and after trips

Our key message is not to use PPE in non-clinical settings 
where it may be wasted, when social distancing and 
hygiene measures should be sufficient.

2. Stay at home guidance for households 
with possible coronavirus (Covid-19) 
infection

If you have symptoms, you’ll need to stay at home for 7 
days, whether you live by yourself or with others

If you live with someone who has symptoms and you 
remain well, you’ll need to stay at home for 14 days 

from the day the first person in the home started having 
symptoms. (Fourteen days is the incubation period for 
coronavirus; people who remain well after 14 days are 
unlikely to be infectious)

If a second person in the home then becomes ill and 
you still remain well, you only need to stay at home for 
14 days from the day the first person started having 
symptoms. It is not necessary to re-start the 14 days of 
isolation

If you live with someone who has symptoms & you then 
develop symptoms, you’ll need to stay at home for 7 days 
from the day your symptoms started, even if it means 
that you are at home for longer than 14 days.

3. How is coronavirus spread?

• The main route of transmission is from cough and 
sneeze droplets. These droplets fall on people in 
the vicinity and can be directly breathed in, or 
they picked up on the hands and transferred when 
someone touches their face

• Under most circumstances, the amount of infectious 
virus on any contaminated surfaces is likely to have 
decreased significantly by 24 hours, and even more 
so by 72 hours

• There is no need for someone supporting a 
vulnerable person to wear PPE. They should find 
ways to limit or eliminate face to face contact such 
as sitting passengers in the rear of the car. Anyone 
developing symptoms likely to be COVID-19 must 
self- isolate immediately.

• Enhanced cleaning of surfaces regularly is 
recommended with sanitising wipes or regular 
spray and paper towels to include; steering wheel, 
dashboard, handbrake, gear stick, internal and 
external door handles, sun visor, seat belts and seat 
belt holder etc. Do this between each trip.

• If members of the public or indeed their colleagues 
do appear to be showing symptoms of a fever and/or 
a cough then it is acceptable to ask them to go home 
immediately.
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Good hygiene
The most important control for preventing the spread 
of any infection is good hygiene. This cannot be over-
emphasised. Good hygiene practices should already be in 
place

• Use tissues to cover their mouth and nose when they 
cough or sneeze (CATCH IT)

• Place used tissues in a bin (or bag) as soon as 
possible (BIN IT)

• Wash their hands regularly with soap and water (KILL 
IT)

• Clean surfaces and contact points regularly to get rid 
of germs (KILL IT)

• Face Coverings should be worn at all times.

Before the Journey
• Its recommend that you call ahead and ask the client 

if they or anyone in their house hold has exhibited 
Covid – 19 symptoms in the last 7 days. If so, its 
strongly recommend that the journey is cancelled.

• Drivers should wash or sanitise their hands before 
starting work and should sanitise door handles/
controls, handrails, steering wheel and other controls 
before using them

• If conducting an exterior elements of their walk-
round / first-use vehicle checks Drivers should be 
aware of members of the public and maintain social 
distancing.

• All passengers and drivers should wear a face 
covering (as defined by the Government) at all times 
that they are inside the vehicle, whether or not there 
are passengers on board.

• Intending passengers should observe social-
distancing while waiting for transport to arrive. 
However, members of the same household are 
permitted to wait together.

• Good ventilation of enclosed spaces is important, 
so Drivers should open windows and/or skylights or 
use the vehicle’s air-conditioning system if it is not 
possible to allow fresh air to enter the vehicle directly.

After the journey
• Face coverings should be carefully removed and 

disposed of in line with Government guidelines. If 
using washable face coverings, these should washed 
after each day.

• Sanitizing of frequently touched surfaces such as 
handrails, seat belt buckles and releases, and door 
handles/controls should take place after each journey 
and not just at the end of the day.

• Cleaning should take place daily and be in line with 
Government guidelines as well as paying particular 
attention to regularly touched surfaces.

• Please ensure you follow the latest Government 
guidance – it is down to you as a Link Scheme to 
ensure you are compliant.
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Seating Guidance

(Typical equivalent seating if all 
seats used)

^ alongside driver * 2 behind 
driver

Theoretical seating 
capacity of vehicle net of 

seats out of use

Allowable seat occupancy June 
2020

4 seat saloon

(1^+3*)
1 (ie 0+1)

1 passenger, seated rear nearside

6 seat people carrier

(1^ +3*+2)
3 (ie 0+1+2)

2 passengers from separate 
households, 1 seated in middle row 

nearside and 1 in rear offside

3 passengers from same household, 
1 seated in middle row nearside and 

2 in rear.

(Subject to change depending on Government guidance).

An example of Risk Assessment template can be found in templates.
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Contact Us: 
Community First

Unit C2, Beacon Business Centre
Hopton Park, Devizes

SN10 2EY

01380 722241

linkproject@communityfirst.org.uk

www.communityfirst.org.uk
Facebook: @CommunityFirstWiltshire

Twitter: @CommFirstWilts

Other Information Guides:
1. Guide A:  Link Schemes and Community First

2. Guide B:  Setting up a Link Scheme

3. Guide C:  Link Management Committee and Trusteeship

4. Guide D:  Link Coordinators

5. Guide E:  Volunteer Recruitment and Support

6. Guide F:  Volunteer Activity and Guidance

7. Guide G:  Funding and Grants

8. Guide H:  Gift Aid

9. Guide I:  Risk Management and GDPR

10. Guide J:  Operational Policies

11. Guide K:  AGMs and Other Meetings

The above guides are available to view and download on our website 
along with an Annex including guidelines, templates and other 
resources:

www.communityfirst.org.uk/transport/link/link-scheme-gpg
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